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1 Introduction

This document provides the details of the RMS application changes to accommodate the
upgrade to patch 381, which was released on Nov 28, 2022.

1.1 Overview

The changes for this release are summarized below:

1. Remove the paragraph added to the Notice and Consent

2. Report parameters — update Security Classification section

3. Remove all reference NATO/CUI/Public References from the Document Package screens

4. Update Security Roles to include Security Classification permissions

5. Update User Roles to include Contract Setup/Security Classification permission

6. Reports requiring Security Markings — update specified reports to always include CUI
marking

7. Add a new CUI policy module in System Library

8. Added a new tab “CUI” in Contract Setup view

9. Added a specified CUI message in Labor Interview Edit view and Contractor Payroll Edit
view

10. Removed the CUI cover page from all reports

11. Removed popup messages related to CUI from Contract Change Edit view and Contract
Modification Edit view

12. Removed “Ensure document is properly marked for CUI” from Word Templates

13. Added a CUI message to display on all Contract level views when Contract is marked as
CUI Whole or CUI In Part

14. Updated reports to include CUI marking text on header and footer of reports when
needed

15. Removed “Cleared for Release” column from Contract Security Classification module
and updated the Classification column with options

16. Added a new “CUI Summary Report” in Summary Report Selection View

17. Removed NATO/CUI and Public Release fields from the Custom Report Selection view
and Custom Report Edit view

18. Added CUI verbiage to tab, screens and views where attachments can be uploaded and
stored in RMS

1.2 Contact

If issues or concerns should arise, please contact the Help Desk.

Toll Free: 442-333-1011 — RMS Helpdesk Tech Support Center
Operation Hours: Monday to Friday from 6am — 10pm Eastern, Saturday & Sunday
from midnight to 8am Eastern, excluding US federal holidays

Prepared By: <b’ LAWELAWE
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2 New Features / Changes

2.1  Removed the paragraph added to the Notice and Consent

Location in System: Notice and Consent popup, Login View and Map view
Problem Statement: Earlier Notice and Consent contains CUI verbiage

Fix description: Removed the last paragraph added to the end of Notice and Consent window.
Also removed the CUI paragraph from the DOD Notice on Login view and Map view

Before Change:

Please read the following statement and agree to it before continuing:

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use
only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

-The USG routinely intercepts and monitors communications on this IS for purposes including, but not
limited to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct
(PM), law enforcement (LE), and counterintelligence (Cl) investigations.

-At any time, the USG may inspect and seize data stored on this IS.

-Communications using, or data stored on, this IS are not private, are subject to routine monitoring,
interception, and search, and may be disclosed or used for any USG authorized purpose.

-This IS includes security measures (e.g., authentication and access controls) to protect USG interests--not for
your personal benefit or privacy.

-Notwithstanding the above, using this IS does not constitute consent to PM, LE or Cl investigative searching
or monitoring of the content of privileged communications, or work product, related to personal
representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such
communications and work product are private and confidential. See User Agreement for details.

| understand that | am responsible for safeguarding of CUI that | may have access to while performing official
duties. | also understand that | may be subject to disciplinary action for failure to properly safeguard CUI, for
improperly using or disclosing such information, and for failure to report any known or suspected loss of the
unauthorized disclosure of such information.

e

After change:
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RMS X

Please read the following statement and agree to it before continuing:

You are accessing a U.S. Government (USG) Information System (IS) that is provided
for USG-authorized use only.

By using this IS (which includes any device attached to this IS), you consent to the
following conditions:

-The USG routinely ii pts and i icati on this IS for purposes
including, but not limited to, p i ing, COMSEC itoring, rk
operations and def p I mi d (PM), law enforcement (LE), and

counterintelligence (Cl) investigations.
-At any time, the USG may inspect and seize data stored on this IS.
-Communications using, or data stored on, this IS are not private, are subject to

i itoring, interception, and search, and may be disclosed or used for any
USG authorized purpose.
-This IS includes security (e.g., hentication and access controls) to
protect USG i t for your p | benefit or privacy.

-Notwithstanding the above, using this IS does not constitute consent to PM, LE or
Cl investigative searching or monitoring of the content of privileged

icati or work product, related to p | rep. or services by
attorneys, psychotherapists, or clergy, and their assi Such icati
and work product are private and confidential. See User Agreement for details.

| -

Login view:

T US Army Corps of Engineers @ | D

Resident Management System - RMS 3.0 RMS Website | RMS Support

RMS 3.0 Login

User Name rupar@lawelawets.com Remember my User ID

Password

Login

Help with forgotten password.

Change Password.

New Users - to Create an Account
Click Here

If you have a DOD issued Smart Card
Click Here

Server Connections

Processing Site: WPCD1 version 155

Software Version: 3.0 Patch Level: 0376

Launcher Version: 3.0 Patch Level: 29

Data Server: https://rms.usace.army.mil/rms3/api/serverinvoke0005/

If you are a government user and want to use contractor mode
for the current session mark the checkbox below prior to login.

[ ] Use Contractor Mode for Goverment User

Map View:

Prepared By:ﬁ; LAWELAWE

Technology Services, Inc.



RMS Release Notes Patch: #381 Nov 28, 2022

a Recently Used
|9
RMS Website | RMS Support Log out

US Army Corps of Engineers

Resident Management System - RMS 3.0

Last Login: 11/8/2022 1025:01 PM

Select a District to Access RMS Data
Switch to Offline Mode

USACE Divisions
Pacific Ocean Division
©® Northwestern Division
South Pacific Division
® Southwestern Division
© Mississippi Valley Division
@ Great Lakes & Ohio River Division
@ North Atlantic Division
@ South Atlantic Division
Transatlantic Division

No Division Selected

Clear RMS Cache

: Processing Site: WPCO1 version 155
Y Software Version: 3.0 Patch Levek: 0376
Data Server: http: usacearmy.mil,

2.2 Report parameters — updated Security Classification section

Location in System: Contract Reports module >> Contract Reports, Summary Reports module
>> Summary Reports

Problem Statement: Earlier the report parameter view had a “Print CUI Cover Page” prompt
under Security Classification section

Fix description: Replaced the “Print CUI Cover Page” prompt with “Print security markings
header and footer on Contract Reports parameter view and associated text with the following:

e When a Contract is marked for CUI, whether “Whole” or “In Part”, include a prompt to
add security markings: “Print security markings header and footer”.

e Ifthe Contract is “CUI, Whole”, the prompt is marked and disabled it from editing. The
following text will be displayed in the section: “Contract marked CUI in Whole; CUI
header and footer will be included on the printed report. When CUI marked documents
are printed or downloaded and disseminated CUI handling requirements should be
followed. If needed, a CUI cover sheet is available in the RMS Admin reports area.”

e Ifthe Contract is “CUI, In Part”, the prompt “Print security markings header and footer”
is enabled and user will be able to select if CUI markings are to be added to the report
and the following text will be displayed in the section: “Contract marked CUI in Part;
CUI header and footer may be required on the printed report. When CUI marked
documents are printed or downloaded and disseminated CUI handling requirements
should be followed. If needed, a CUI cover sheet is available in the RMS Admin reports
area.”

Prepared By: {’ LAWELAWE
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o If the prompt is available and marked, the security marking to include on the report
comes from the Contract Setup CUI tab.

« If the contract is not marked for CUI, then the security classification section will be
hidden.

Summary reports now have a text box only for headers and footers. When text is entered, it will
then show on the report header and footer. If no text is entered, then no headers and footers will
appear on the Summary Reports.

Before changes: Contract Report parameter view

DECONTAMINATE BLDG SURFACE
[E1000073] DACA31-96-D-0026 0026

| |
RMS Contract Report D —
‘ Preview ‘ | Print ‘

Security Classification

D Print CUI Cover Page Enter categories, limited dissemination C-DnVO|S, special instructions, points of
contact, etc,, if needed.

Summary Report parameter view

T2 Baltimore Test District
57 Offices, 1,822 Staff, 1,205 Contracts

| |
RMS District Report E —_
| e | | Print \

Security Classification

Enter categories, limited dissemination controls, special instructions, points of

Print CUI Cover Page
L = contact, etc,, if needed.

Contracts to Include

Contracts from Office RPA:S TR dr i l=] (®) Contracts by Status | Future Contracts
T 1 i

dad Cantracte - Canctrictinn Nint Camnlata

After changes: Contract Report parameter view — when Contract is marked as “CUI — Whole”

Prepared By:{; LAWELAWE

Technology Services, Inc.



RMS Release Notes Patch: #381 Nov 28, 2022

(Patch: 0373} Highest Possible Classification is CUI

[J1003481] 2016UMMAS59 :

RIK, Operation Complex, K2 Air Base Govemment Mode Home &
‘Back

Action Items - Contractor

RMS Contract Report D

Preview [ Print | [ Add to Contract File |

It

Security Classification

| Print security markings header and footer

Contract marked CUI in Whole; CUI header and footer will be included on the printed report. When CUI marked documents are printed or downloaded
and disseminated CUI handling requirements should be followed. If needed, a CUI cover sheet is available in the RMS Admin reports area.

Date

Actions that need 1o be taken on or before 10/31/2022 5] | (7 days)

Include
Missing Data Quality Control
Payrolls/Insurance/SF1413 Exposure Hours
[v] Correspondence [] Submittals
v] Modifications [«] Schedules
| Finances [«] Hazard Analysis
Start
®) Early Start Dates ) Late Start Dates

Contract Report parameter view — When Contract is marked as "CUI — In Part”

RIK, Operation Complex, K2 Air Base
[/1003481] 2016UMMA559

{]
I

RMS Contract Report

Preview | | Print |

Security Classification

("] Print security markings header and footer

Contract marked CUI in Part; CUI header and footer may be required on the printed report. When CUI marked documents are printed or downloaded
and disseminated CUI handling requirements should be followed. If needed, a CUI cover sheet is available in the RMS Admin reports area.

Range

(®) All Draft Letters

() Draft Letters Not Completed

Contract Report parameter view - When Contract is marked as “No”, the Security marking
section will be hidden

C41080/C41030-1, USFK Ops Ctr/Phase Il Sovamemant Mods Heme

P10 ] W912UM-17-C-0006 Conrace Setection

Contract Menu

Action Items - Contractor

[
RMS Contract Report E — .

Preview ] Print [ Add to Contract File

Date

Actions that need to be taken on or before 11/8/2022 [15]) (7 days)

Include
[ Check All | R Missing Data [+ Quality Control
UnCheck All [¥] Payrolis/insurance/SF1413 [¥] Exposure Hours
[¥] Comrespondence [+] Submitials
[+] Modifications [¥] Schedules
¥ Finances [¥] Hazard Analysis
Start
‘®) Early Stant Dates Late Start Dates

Technology Services, Inc.
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Summary Report parameter view- Before changes

T2 Baltimore Test District e s iow W)
57 Offices, 1,823 Staff, 1,208 Contracts Contract Selection Back
Action Items Govt Summary
RMS District Report S
‘ Preview ‘ ] Print ‘
Security Classification
< Enter categories, limited dissemination controls, special instructions, points of
LI Enaecih Comnt nge contact, etc,, if needed.
E /4
Contracts to Include

After changes

T1 Far East Test District Govenment Mode Home C:
19 Offices, 791 Staff, 3,152 Contracts .

Action Items Govt Summary

[
RMS District Report D —

| Preview | Print |

Security Classification

Enter CUI markings here to appear
on the header and footer of the
report

Contracts to Include

2.3  Removed all references to NATO/CUI and Public Release from the Document
Package screens

Location in System: GM/CM >> open any contract that has Document package >> click on the
Document Package >> Document Package Edit view

Problem Statement: Earlier the document package edit view has a Security Classification section
that contains references to NATO/CUI and Public Release

Fix description: Removed the Security Classification section in the Document Package Edit view
and now display a CUI message “Any attachments that contain CUI uploaded to the RMS
application should include CUI markings. When CUI marked documents are printed or
downloaded and disseminated CUI handling requirements should be followed. If needed, a CUI

Prepared By:{; LAWELAWE
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cover sheet is available in the RMS Admin reports area.” Regardless of CUI selection in CUI tab
on Contract Setup edit view.

Before changes:

Government Mode Home
Contract Selection
E1000789] DACA31-96-D-0026 0014 Po—

Havertown Superfund Site

Document Package: QA Daily Report No. 1155 - Report Date: 09/30/2022

All Attachments

9/30/2022 8% QA Daily Report No. 1155 - QaDailyReportPDF - Not signed Not signed Document not filed - Signature required
Date of the Document [ 9/30/2022 ] View Document
Document Title QA Daily Report No. 1155 - QaDailyReport PDF Signed By
Description
Manually signed by Contractor Save Document to File
Manually signed by Government
Security Classification
is this a NATO Unclassifed document? . Yes No
Does this document contain CUI? . Yes No
Has the information been approved for Public Release? ) Yes ® No
Note: Contract marked as NATO/CUI contract. All documents are to be property marked.
Document Package Status: Not Complete. Documents will be marked Ready to Send to PCF when package is completed.
GOVERNMENT: Atoch documents. sign as appropniate and then compiete thes document packoge. | Complete Package

After changes:

C41080/C41030-1, USFK Ops Ctr/Phase Ill

3556] W12 AlT=ER 6
100: UM-17-C-000
Contract Menu

Document Package: Letter No. RFP-0055

0 1 [ 0
Files Hare Sign Selected Documents
1

JPEG/JPG Images Text Files
0 0 Export Selected Documents

§)add &) edit ) pelete All Attachments

Date of
Primary T | the T Document Title
Documen
> 1/30/2020 4% Letter No. RFP-0055 - GeneratedDocument.do Not signed Not signed Not signed - Review required

tor Signature . | Government
Signature Status

Any attachments that contain CUl uploaded to the RMS application should include CUI markings. When CUI marked decuments are printed or downloaded
and di i d CUI handli; i should be foll: d. If needed, a CUI cover sheet is available in the RMS Admin reports area.

Date of the Document ‘ 1/30/2020 H Edit Document ” View Document

Document Title Letter No. RFP-0055 - GeneratedDocument.doox

2.4 Updated Security Roles to include Security Classification permissions

Location in System: GM>> RSM Staff >> click open user account >> RMS Staff Edit view >>
RMS Staff District Admin Edit view and RMS Staff Office Admin Edit view

Prepared By: {a' LAWELAWE
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Problem Statement: District and Office Administrator Rights have no specific reference to
Security Classification permissions.

Fix description: Updated the description text “Add/Edit Contracts’ to includes Security
Classification permission

Before changes: RMS Staff District Admin Edit view

T2 Baltimore Test District e

57 Offices, 1,823 Staff, 1,208 Contracts Contract Selection Back

Rupa Rusum - District Administrator Rights

T2 Baltimore Test District

() Full District Administrator Rights
() Selected District Administrator Rights

[] Add Offices
[] Delete Offices

Add/Edit Contracts - District
["] Archive Contracts - District
[ ] Assign User Roles - District

After changes: RMS Staff District Admin Edit view

T2 Baltimore Test District Government Mode Home <:
m 57 Offices, 1,823 Staff, 1,234 Contracts
Contract Selection

Back

Rupa Rusum - District Administrator Rights

T2 Baltimore Test District

O Full District Administrator Rights
(® Selected District Administrator Rights

["] Add Offices

[T Delete Offices

["] Add/Edit Contracts and Secun'z Classifications - District
[_] Archive Contracts - District

[] Assign User Roles - District

District Office

Before changes: RMS Staff Office Admin Edit view

Prepared By:{; LAWELAWE
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T2 Baltimore Test District ool ¢

57 Offices, 1,823 Staff, 1,208 Contracts Contract Selection Back

Rupa Rusum - Office Administrator Rights

AOC Project Office

O Full Office Administrator Rights
(®) Selected Office Administrator Rights

Add/Edit Contracts - Office

[] Archive Contracts - Office
["] Assign User Roles - Office
[] Office Summary Reports

Local Office

After changes: RMS Staff Office Admin Edit view

T2 Baltimore Test District Government Mode Home
m 57 Offices, 1,823 Staff, 1,234 Contracts .
Contract Selection

Rupa Rusum - Office Administrator Rights

Bay Area Office

O Full Office Administrator Rights
@) Selected Office Administrator Rights

[ ] Add/Edit Contracts and Security Classifications - Office
[] Archive Contracts - Office

[] Assign User Roles - Office

[] Office Summary Reports

Local Office

2.5 Update User Roles

Location in System: GM>> District Office tile on Contract Selection view >> open any Contract
User role >> Contract User Role Edit view

Fix description: Contract Setup/Security Classification permission already exists in production,
S0 no changes has been made.

After changes:

Prepared By:{; LAWELAWE
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T1 Far East Test District Goverment Mode Home (1)
19 Offices, 791 Staff, 3,152 Contracts : —

Back

User Role

User Role Title

Role Title Resident Engineer

[ Assign all as No Access [ Assign all as Read-Only [ Assign all as Read/Write

Administration - Permissions

Contract Description - General information defining contract  Read & Write Access =
Contract Description - Location/Coordinates Read & Write Access =

Contract Status - Status/lssues Read & Write Access L

Monthly Progress Read & Write Access »

Contract Personnel Read & Write Access L

Contract File (Contract Documents) Read & Write Access v

Contract Setup / Action Items Read & Write Access o

AL aLs

Contract Setup / Security Classification Read & Write Access L

2.6 Reports requiring Security markings

Location in System: GM >> Contract Reports module >> Contract Report Selection view —
Finances menu >> BCD, Change Request Required with Gov’t Estimate and Mod Routing Slip
Contract Reports

Summary Reports tile >> Summary Reports Selection view >> BCD and Change Request
Register with Gov’t Estimate reports

Problem Statement: Earlier the Basic Change Document, Change Request Register with Gov’t
Estimate and Mod Routing Slip contract reports never had CUI marking text on header and
footer.

The Basic Change Document Summary Report and Change Request Register with Gov’t
Estimate Summary Report didn’t have an option to print CUI marking text on header and footer
of the reports

Fix description: Now updated the below reports in Contract Report module to always include
“CONTROLLED UNCLASSIFIED INFORMATION” in the report header and footer regardless
of CUI selection in Contract Setup and on the contract report parameter views, included the
following text:

“This report contains CUI; CUI markings will be included in the header and footer of the report
when it is printed. If these documents are physically printed or disseminated a CUI cover sheet
(available in the RMS Admin reports area) should accompany them.”

e Basic Change Document
e Change Request Register with Gov’t Estimate
e Mod Routing Slip

LAWELAWE
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In Summary Reports, for the below reports, the default text “CONTROLLED UNCLASSIFIED
INFORMATION?” is added and disallow the box to be blank.

e Basic Change Document
e Change Request Register with Gov’t Estimates

Before changes:
Contract Report — Never had a CUI marking text for Basic Change Document, Change Request

Register with Gov’t Estimate and for Mod routing Slip. Had “Print CUI Cover Page” prompt on
report parameter view

Ryans and Rupas Test Contract
[E1002699) E100269999999

Basic Change Document (BCD)

[
RMS Contract Report CI a—

Preview Print

Note: Contract marked as NATO Contract.

Security Classification

Enter categories, limited dissemination controls, special instructions, points of

+ Print CUI Cover Page contact, etc., if needed.

After changes - Contract Reports: Updated specified above reports to always include a CUI
marking. Updated associated report parameter views to include the specified text.

C41080/C41030-1, USFK Ops Ctr/Phase Il U et R P
[J1003556) W912UM-17-C-0006 Contract Selection

Contract Menu

Basic Change Document (BCD)

RMS Contract Report

Security Classification

This report contains CUI; CUI markings will be included in the header and footer of the report when it is printed. If these documents are physically
printed or disseminated a CUI cover sheet (available in the RMS Admin reports area) should accompany them.

Change Requests

Drag & column header and drop it here to group by that column

Prepared By:{; LAWELAWE
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lled Unel fied
BASIC CHANGE DOCUMENT (BCD)
Page 10f3
MOD SERIAL NO COMTRAGT MO INCEPTION DATE DATE COMPLETED
(C5006 WS12UM-17-C-0006 MNA 4/8/2018 471173018
CONTRACTOR

PROJECT C41080/C41030-1, USPK Ops Cor/Phase ITI

USAG Humphreys.

LOTATION o Dongkuk Structures ¢ Comst. Co., Led.
[FART A 1. DESCRIFTION OF CHANGE ZSPECIOWG
e[ s| e[a] T=[=]ala]z]=]=[a] T<[=]=[=]s]=]=] T=l=] [elecl=] T:] ]:] =

1. F3/FA required changes %o WOL 1 & 2

a. Provide zectifications on all fire and alarm di that are a= identified

Gevernmene serial letesr Ne. C-000€ amd . Gilk 1 4 prise L in serial letter SL-0037
1 & 2 of the Phaze IIT fasility.

b. Provide zeplacement of wwe (3) fire conszol panels and one (1) joskey pump sontrol panel in the Fize Vauls
Room.

=. Repair pressure/temperasure test port as detailed in RFI-0038 VOL 1 VAV,

4. Provide heating source for firs vsult room as= decailed by REI-003§ to ensure freesing conditicns never osour.
&. Provide main drain Soxr VOL 1.

Inicial Estimate: 1,000,000.00 EU Time Extension: 0 Days

CHANWGE IN DRAWINGS
N/A

3. TIME EXTENSION
[Jves [M]no CALENDAR DAYS o |4 TOTAL 1,000,000.00 EU

5 NECESSITY FOR CHANGE (Attach a copy of Directive letter of authority from OCE or Using Service and briel statement as o necessity of coniract
action. Include any specisl construction requiremants or known quantities. Include any information regarding status of wark in progress and future actvities
that will be aflected by this cnange),

1. FS/FA requized changes ©e WL 1 & 2

The nesded changs is =G addrass discrspanciss found at the Phase 11 project site. Without shis changs there
will be fucure Life, Healoh, and Safesy (LHS) wien of whe familicy. ad eo L
mmre thmme alen mill Slme iy eith e Creeeics el meistememee Gf Skt Eamility ms well-

FARTB. 1. CONTROL DATES 2. FUMDS STATUS

ITEM REQUIRED YES DATE REQUIRED ACTION REQUIRED BY FUNDS RESERVED

FUNDS COMMITTED
PLans

NOT AVAILASLE

X% :

SPECIFICATIONS

FLNDS REING REQUESTED

»® ot sin Fusos AEauEsTED

cosT ESTIMATE

oooono

(SR A Chun_Weng

REQUESTED BY RECOMMENDED AFFROVAL 5Y CHANGE AFFROVED 87

Chun Wong Nicholas Johnston Christogher Brincefield

Erojet Enineer [s} Officer Froject Manager

l BNS FORK 747 Controlled Unclassified Information ]

Before changes — Summary report module: Change Request Register with Gov’t Estimate report
parameter view

T2 Baltimore Test District ferwinsine )
57 Offices, 1,823 Staff, 1,208 Contracts Contract Selection Back

Change Request Register with Gov't Estimates

| |
RMS District Report D —

" Preview ! Print ‘

Security Classification

- Enter categories, limited dissemination controls, special instructions, points of
| |
L] Print CUI Cover Page contact, etc,, if needed.

E 4

Contracts to Include

After changes - Summary report module: BCD and Change Request Register with Gov’t
Estimate report parameter view

Technology Services, Inc.
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T1 Far East Test District Government Mode Home <::'
19 Offices, 791 Staff, 3,150 Contracts i

Basic Change Document

i |
RMS District Report D —

| Preview ‘ ‘ Print |

Security Classification

Enter CUI markings here to appear | CONTROLLED UNCLASSIFIED INFORMATION
on the header and footer of the
report

T1 Far East Test District Govemment Mode Home (1 U
- 19 Offices, 791 Staff, 3,150 Contracts s
Refresh

Contract Selection Back

Change Request Register with Gov't Estimates

| I
RMS District Report I:l _,__-
Preview ] | Print I
Security Classification
Enter CUI markings here to appear  CONTROLLED UNCLASSIFIED INFORMATION
on the header and footer of the
report
Contracts to Include
Contracts rom Offce ® Conracts by Sttus ] Futre Contracts
Check Al [] Awarded Contracts - Construction Not Complete
[ Include Contracts from Sub-Offices = [] Awarded Contracts - Final Payment Not Made
UnCheck All Construction Complete - Not Physical Complete
[ Construction Complete - Final Payment Not Made
[_] Final Payment Made - Not Fiscal Complete
|| Fiscal Complete Contracts
) Individually Selected Contracts (NOTE: All Selected Contracts will be Included)
O Contracts Selected from Contract Group
Status

2.7 System Library —added a new module “CUI Policy Module”

Location in System: GM >> System Library tile >> Controlled Unclassified Information Policy
module

Problem Statement: Earlier there was no Controlled Unclassified Information Policy module in
System Library

Fix description: Added a new module “Controlled Unclassified Information Policy” in System
Library. The module contains additional CUI Resources and Policy Documents links.
Documents are viewable when clicked on the links located in the CUI Policy view.

Before changes: No CUI Policy module in System Library

Prepared By:{; LAWELAWE
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T2 Baltimore Test District
57 Offices, 1,823 Staff, 1,208 Contracts

Border Completion Data Entry System Library Menu

RMS Asset Store Fund Types Program Types Contract Status Codes
RMS Resources such as reports, queries, tempiates Approprigtion categories used to execute an Designator used to identify Mission of a prograrm. Designator to keep Managers aware of state of
and controct groups from other districts. ocquisition program provided by Congress. Used with the Fund Type. contract or action.
Primary Delay Codes Mod Reason Codes FAR References Agency Codes
Provides explanation of impoacts to controct Codes to indicate the couse, justification, Prescribed authorization for acquisitions or Designator for the Agency that initiates a
completion or action. explanation, or necessity of a Contract issuance of Contract Modifications. Contract action, such as @ Modification.
Modification.

Specification Sections PD* CLIN Units Category Codes and Units RMS Reports
SpecsinTact MasterFormat numbering system of Units of measure used in our Procurement System Real Property Codes and Units used to Transfer Reports developed, maintoined and supported by
the NASA Specification Production System. (PD* = Procurement Desktop Defense). Real Property to the Using Agency. the RMS Support Center.

Query Definitions

CEFMS Batch Download Times
Queries developed, maintained and supported by List of CEFMS download times, all districts
the RMS Support Center.

After changes: Contains CUI Policy Module in System Library

LAWELAWE
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T1 Far East Test District Gavernment Mode Home C:
19 Offices, 790 Staff, 3,147 Contracts
Contract Selection

Border Completion Data Entry System Library Menu

V|

RMS Asset Store Fund Types
RMS Resources such as reports, queries, templates Appropriation categories used to execute an
and controct groups from other dstricts. acguisition program provided by Congress.

Primary Delay Codes Mod Reason Codes.
Provides explanation of impocts to contract Codes to indicate the couse, justification,
completion or action. explanation, or necessity of @ Controct issuance of Contract Modifications.
Modification.

PD® CLIN Units Category Codes and Units
spunrmnwmn-mm,qu Units of measure used In our Procurement System Reat Property Codes and Units used t Trarfer
the NASA Specification Production System. (PD* = Procurement Desitop Defense) Real Preperty to the Using Agency.
CEFMS Batch Download Times Controlled Uncd ormation R
mm:-dmmpmuy List of CEFMS download times. all disticts
m.mss«wm(m documents.

USACE - RMS Government Mode Home
m System Information -
Contract Selection

Controlled Unclassified Information Policy

Links
MNOTE: Some links are only accessible from within the government network

DoD Instruction 5200.48 Controlled Unclassified Information (CUI}
MS Controlled Undlassified Information Standard Operating Procedure

2.8 Contract Setup —added a new tab for CUI

Location in System: GM >> Administration module >> Contract Setup module >> CUI tab

Problem Statement: Earlier the Contract Setup view use to have NATO/CUI section under
Administration/Funding tab

Fix description: Removed the NATO/CUI and Public Release section from
Administration/Funding tab. Added a new tab for “CUI” with the following information below:

Prepared By: <u' LAWELAWE
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Yes/No prompt: “Does the contract identify whether any of the information included in
the contract is Controlled Unclassified Information (CUI), in whole or in part (Reference
the contract and DoD 5200.48 Part 5.3 a.)?”
Editable/visible only if Yes is selected:

o Mutually exclusive selections for “Whole” or “In Part”; Selection is required.

o Textbox to hold the security marking text for reports; default is “Controlled

Unclassified Information”
o Checkbox labeled “Check here to change the default CUI marking” that controls
editability of the textbox

The following text:
“If you are unsure if the contract contains CUI, in whole or in part, or if you are unsure
what CUI marking statement is required for the contract, contact the Contracting Officer,
Administrative Contracting Officer, Contracting Officer Representative, and/or Project
Manager for CUI guidance specific to the contract.
Per DoD 5200.48 Parts 5.3 a. & b. contracts are required to identify whether any of the
information in them is CUI and articulate the protective measures and dissemination
controls in the contract. If the contract does not provide this information, it is likely not a
CUI contract.
Regardless of whether the contract is CUI or not the following RMS reports will add
“Controlled Unclassified Information” in the header and footer of each page of the report
when it is printed: Basic Change Document, Change Request Register with Gov’t
Estimate, and Mod Routing Slip. If these documents are physically printed or
disseminated a CUI cover sheet (available in the RMS Admin reports area) should
accompany them.
CUI references are available in the RMS System Library, CUI Module and on the RMS
KM Portal at https://usace.dps.mil/sitessKMP-EC/SitePages/RMS.aspx. If you need
additional information regarding CUI and this contract refer to the contract team
mentioned above and your local Security Office.”

Any attachments that contain CUI uploaded to the RMS application should include CUI
markings. When CUI marked documents are printed or downloaded and disseminated
CUI handling requirements should be followed. If needed a CUI cover sheet is available
in the RMS Admin reports area.

If a Security Classification has previously been set (No or Yes -Whole or Yes-In Part) in CUI tab
on Contract Setup view, only District Administrator rights can make changes to the CUI.

The User accounts described below can set the Security Classification for the Contracts that has
not been set previously.

Contract User Role with "Contract Setup/Security Classification - Read/Write access"
permission
Add/Edit/Security Classification rights and higher can identify CUI.

Before changes: Contract Setup view — Administration/Funding tab

Prepared By: <b’ LAWELAWE
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m Ryans and Rupas Test Contract
[E1002699] E100269999999 Contract Menu

Contract Setup

Administration/Funding Payment/Modifications Quality Assurance | Submittals/Schedule Dredging
NATO/CUI

This is a NATO Unclassified Contract (@ Yes ) No

This Contract contains CUI * Yes No

The information is approved for Public Release () Yes ® No

Administration

After changes: A new tab titled “CUI”

[J1003556] W912UM-17-C-0006 Contract Selaction
Contract Menu

C41080/C41030-1, USFK Ops Ctr/Phase Il <&
Back

Contract Setup

ng y ations Quality Assurance | Submittals/Schedule Dredging cul

cul

Does the contract identify whether any of the information included in the contract is Controlled Unclassified Information ~

3 ) Yes ® No
(CUI), in whole or in part (Reference the contract and DoD 5200.48 Part 5.3 a.)?

If you are unsure if the contract contains CUI, in whole or in part, or if you are unsure what CUI marking statement is required for the contract, contact the Contracting Officer,
Administrative Contracting Officer, Contracting Officer Representative, and/or Project Manager for CUI guidance specific to the contract.

Per DoD 520048 Parts 5.3 a. & b. contracts are required to identify whether any of the information in them is CUI and articulate the ive measures and ination controls in
the contract. If the contract does not provide this information, it is likely not a CUI contract.

Regardless of whether the contract is CUI or not the following RMS reports will add “Controlled Undassified Information® in the header and footer of each page of the report when it is
printed: Basic Change Document, Change Request Register with Gov't Estimate, and Mod Routing Slip. If these documents are physically printed or disseminated a CUI cover sheet
(available in the RMS Admin reports area) should accompany them.

Any attachments that contain CUI uploaded to the RMS application should include CUI markings. When CUI marked documents are printed or downloaded and disseminated CUI
handling requirements should be followed, If needed a CUI cover sheet is available in the RMS Admin reports area.

CUI references are available in the RMS System Library, CUI Module and on the RMS KM Portal at http: e.dp: MP-EC, ges/RMS.aspx
If you need additional information regarding CUI and this contract refer to the contract team mentioned above and your local Security Office.

C41080/C41030-1, USFK Ops Ctr/Phase Il
[J1003556] W912UM-17-C-0006

Contract Menu

Contract Setup

Administration/Funding Payment/Modifications Quality Assurance | Submittals/Schedule Dredging Ccul
cul
Does the contract identify whether any of the information included in the contract is C Unclassified

(CUI), in whole or in part (Reference the contract and DoD 5200.48 Part 5.3 a.)?

_) Whole O InPart

[_] Check here to change the default CUI markings CONTROLLED UNCLAS!

ED INFORMATION

if you are unsure if the contract contains CUI, in whole or in part, or if you are unsure what CUI marking statement is required for the contract, contact the Contracting Officer,
Administrative Contracting Officer, Contracting Officer Representative, and/or Project Manager for CUI guidance specific to the contract.

Per DoD 5200.48 Parts 5.3 a. & b. contracts are required to identify whether any of the information in them is CUI and articulate the protective measures and dissemination controls in
the contract. If the contract does not provide this information, it is likely not a CUI contract.

Regardless of whether the contract is CUI or not the following RMS reports will add “C Unclassified ion” in the header and footer of each page of the report when it is
printed: Basic Change Document, Change Request Register with Gov't Estimate, and Mod Routing Slip. If these documents are physically printed or disseminated a CUI cover sheet
(available in the RMS Admin reports area) should accompany them.

Any attachments that contain CUI uploaded to the RMS application should include CUI markings. When CUI marked documents are printed or downloaded and disseminated CUI
handling requirements should be followed. If needed a CUI cover sheet is available in the RMS Admin reports area.

CUI references are available in the RMS System Library, CUl Module and on the RMS KM Portal at https://usace dpsmil/sites/KMP-EC/SitePages/RMS aspx.
If you need additional information regarding CUI and this contract refer to the contract team mentioned above and your local Security Office.

Technology Services, Inc.
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A validation issue found popup will display if user tries to exit the module without selecting
Whole or In part when CUI is set to yes

Data vakaalion issues Found
o Validation Issues Found
CUI Whole o In Part2: A selection s required

Return to Editing Cancel Changes and Exit

2.9 Added a CUIl verbiage on Contractor Payrolls Edit view and Labor Interviews Edit
view

Location in System: GM >> Administration module >> Contractor Payroll module >> open any
Contractor Payroll >> Contractor Payroll Edit view

GM >> Administration module >> Labor Interviews module >> open any Labor Interview in
Selection view >> Labor Interview Edit view

Problem Statement: There were no specific message related to CUI in Contractor Payroll Edit
view and Labor Interview Edit view

Fix description: Added the following text to the Contractor Payroll Edit and Labor Standard
Interview views regardless of CUI selection in CUI tab on Contract Setup view:

Any attachments that contain CUI uploaded to the RMS application should include CUI
markings. When CUI marked documents are printed or downloaded and disseminated CUI
handling requirements should be followed. If needed, a CUI cover sheet is available in the RMS
Admin reports area.

Now Contractor Payroll Edit and Labor Standard Interview views have a message about CUI
regardless of CUI selection.

Before changes: Contractor Payroll Edit view
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Ryans and Rupas Test Contract
[E1002699] E100269999999 Contract Messs

Contractor Payroll Edit

Contractor
Contractor Name GOVT Payroll Date 10/29/2022
Payroll Number (Optional) Reference No. Non Work Week
Number of Employees 0 Payroll hours 0
Contractor Comments
t 4
Date Submitted Submitted By
Payroll Ready for Review
Government
Date By
Payroll Accepted Payroll Rejected

Government Comments

Weekly Payroll GOVT GOVERNMENT: Compiete a document package for this weekly payroll using this document package manager.
10/29/2022

Revision History

omments

> | Draft Payroll 10/27/2022 Payroll generated

Labor Interview Edit view

Ryans and Rupas Test Contract
[E1002699] E100269999993

Labor Standard Interview

Labor Standard Interview

Interview Date | 7/14/2022 [is]
(I8 PRIM - The Ranger Group, LLC

Employee Name [T

Laor Clscation

Wage Rate $8.00 hr
[] sick Leave Confirmed
For Use by Payroll Checker
Is Labor | iew Information in with Payroll Data? | Yes »

Comments on Payroll

Labor Interview QA-00001 Government: Complete a document package for this Labor Interview using this document package manager. The document package should include any

7114/2022 applicable supporting documents.
Add
o Edit
Packagus
Delete

After changes: Contractor Payroll Edit view

Technology Services, Inc.
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C41080/C41030-1, USFK Ops Ctr/Phase 11l I — C:
[1003556] W912UM-17-C-0006 NS S
Comtract Memu Back

Contractor Payroll Edit

Contractor
Contractor Name |ALLCOM Payroll Date 10/16/2022
Payroll Number (Optional) Reference No. Non Work Week
Number of Empioyees o Payroll hours o

Contractor Comments

E -
Date Submitted Submitted By
Payroli Ready for Review
Government
Date By
Payroll Accepted Payroll Rejected
Government Comments
T
Weekly Payroll ACCT GOVERNMENT: Compiete a document package for this weekly payroll using this document packoge manager.
10/16/2022
re R L S
— cax |
[
Delete

Any attachments that contain CUI uploaded to the RMS application should include CUI markings. When CUI marked documents are printed or downloaded and
disseminated CUI handling requirements should be followed. If needed, a CUI cover sheet is available in the RMS Admin reports ares

Revision History

> |Draft Payron 10/27/2022 Payroll generated

Labor Interview Edit view

C41080/C41030-1, USFK Ops Ctr/Phase Il

[J1003556] W912UM-17-C-0006
Contract Menu

Labor Standard Interview

Labor Standard Interview

Interview Date | 10/27/2022 fis]
_—_
Employee Name
Labor Classification
Wage Rate 0.00 EU| hr

[] Sick Leave Confirmed

For Use by Payroll Checker

Is Labor | iew Inf ion in with Payroll Data? Unresolved s

9

Comments on Payroll

Labor Interview QA-00001 Government: Complete a document package for this Labor Interview using this document package manager. The document package should include any

10/27/2022 applicable supporting documents.
Add 5 -
" Document Edit |
Packages

Any attachments that contain CUI uploaded to the RMS application should include CUI markings. When CUI marked documents are printed or downloaded and
disseminated CUI handling requirements should be followed. If needed, a CUI cover sheet is available in the RMS Admin reports area.

2.10 Remove CUI Cover Page from all reports

Technology Services, Inc.
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Location in System: GM/CM >> Contract Reports module >> Contract Reports Selection view
>> Contract Report parameter >> Generated report

Summary Reports tile >> Summary Reports Selection view >> Summary Report parameter >>
generated report

Problem Statement: CUI Cover Page was being added to dynamic reports

Fix description: Removed the CUI Cover Page from reports and is no longer automatically
included when generating a report

2.11 Removed popup messages from Contract Changes and Contract Modifications
modules

Location in System: GM>> Finances module >> Contract Changes submodule >> Contract
Changes Selection view >> Status/Funding tab

GM >> Finances module >> Contract Modifications submodule >> Contract Modification
Selection view >> Mod Package tab (older Mods) and Document Package PCF Container section
(newer mods)

Problem Statement: “Ensure documents are properly marked with CUI” popup displays when
clicking on “BCD Required?” “Govt Est Required?”, “Negotiations Required?”” checkbox in the
Status/Funding. Popup messages display when clicking on checkbox for “Statement of work
/Scope”, BCD”, Independent Govt Estimate”, “POM”, “PNM” for older and new mods in
Supporting Document tab and Mod Package tab

Fix description: Removed the popup messages from Change Request and Mod Packages. No
popup message now shows on selecting the checkbox’s for “BCD, Govt Est Required?
Negotiations Required?” in Status/Funding tab.

Popup messages will not display when clicking on checkbox for “Statement of work /Scope”,
BCD?”, Independent Govt Estimate”, “POM?”, “PNM” for older and new mods in Supporting
Document tab and Mod Package tab

Before changes: Status/Funding tab — BCD document

Prepared By: <b’ LAWELAWE
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Ensure BCD is properly marked for CUI

Govt Est Required?

Ensure Government Estimate is properly
marked for CUI

Contract Modifications: Older Modification

Ensure PNM is properly marked for CUI

WY, Y
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marked for CUI

is properly

Contract Modifications — newer Mods

Ensure PNM is properly marked for CUI

After changes: No popups display on selecting the checkbox for BCD, Govt Est Required? and
Negotiations Required? in existing or new Change Request - Status/Funding tab

Ryans Test Contract Gavernment Mode Home
[/1003840] W912UM18C0010 Contract Selection = rJ ‘3 e
Back Refresh Log Out Help

Change Request 00012

Inception | Description Status/Funding Claims/Disputes Supporting Documents
Required DateRequested  DateRequired  Date Completed Action Required by Amount Time
D cores - :

[] Approval Required?

(] Plans Required?
[[] Specs Required?

[] Gowt Est Required?

[] Proposal Required?

(] Negotiations Required?

I
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No message when selecting the options from PCF Container on Document Package edit view

Ryans Test Contract
[/1003840] W912UM18C0010

Document Package: Modification R00012 -

B 0 0 0
T o Sign Selected Documents
4

JPEG/JPG Images Text Files CSV Files
0 [ 0 Export Selected Documents
Q)add &) edt @) Deete All Attachments
Date PCF
ofthe Y | Document Title Y Eoﬂ"aﬂo'\ - Govemme;\' _ 1| Status T | Shanng Mode Y | Contain T
e ignature Status Signature Status =
10/5/2022 Modification R00012 - - DD 1354.pd Not signed Not signed Mod Package not completed - Revies Governmentonly | Miscellane
D 10/5/2022 Modification R00012 - - DD Form 13 Not signed Not signed Mod Package not completed - Revies Governmentonly  a. Stater
10/5/2022 Modification R00012 - - DD 1354.pd Not signed Not signed Mod Package not d 3. Statement of Work/Scope, BCD
10/5/2022 Modification RO0012 - - DD Form 13 Not signed Not signed Mod Package notq > SOfcitation - Request for Proposal .|
< dent Government Estimate
d. Contractor's Offt te/Bid/P |
A e Rt Sl coistats AN it i S St e Sl e I s M N et - "> > Offer (Quote/Bid/Proposal)
and disseminated CUI handling requi should be followed. If needed, a CUI cover sheet is available in the R| & Cost/Pricing Audit Report
) f. Pre-Negotiation Objectives Memorandum (POM)
Date of the Document | 10/5/2022 | Edit Document @] g. Price/Post Negotiation Memorandum (PNM)
Document Title Modification R00012 - - DD Form 1354 Aug 2022.pdf h. Certificate of Current Cost or Pricing Data
Description i. Funding Documentation

J- Modification SF30
. k. Contract Action Report (CAR)
I. Miscellaneous Supporting Documents

2.12 Word Templates — Removed “Ensure document is properly marked for CUI” msg
from Word Templates (District Library)

Location in System: GM >> District Library tile >> Word Templates module >> Word Template
Selection View and Word Template edit view

GM >> Administration module >> Contract File submodule >> open any PCF Document >>
PCF Edit view

GM >> Administration module >> Any Document Package >> Generate Letter >> Word
Template Selection lookup

Problem Statement: Earlier the text “Ensure document is properly marked for CUI” from Word
Templates (District Library) would be displayed in the views

Fix description: Removed the “Ensure document is properly marked for CUI” msg from Word
Templates (District Library) and also removed the text from Word Template Selection dialog
using Contract File >> Generate Document and Document Package >> Generate Letter.

Before changes: District Library -Word Document Template
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T2 Baltimore Test District Govermment Mode Home C:
57 Offices, 1,823 Staff, 1,208 Contracts Contract Seloction [

Ensure document is properly marked for CUI

&) add &) et @) pelete

Drag a column header and drop it here ta group by that column

Word Document Templates

Description

Girculation Ladder for Letters
Circulation Ladder for Memas
Footer for Memarandum
Footer for Memorandum [No Authority Line)
Building Block Footer for Memorandum of Understanding
Building Block Footer to Contractor

Footer to Contractor with Enclosure

Footer to Qutside Agency with Enclosure
|Bul\d\ng Block Header - Blank Letter
| Building 8lock Header - Memorandum for Record

District Library — Word Template Edit view

T2 Baltimore Test District St (O
57 Offices, 1,823 Staff, 1,208 Contracts Contract Selection Back

Word Template Edit - Footer to Contractor with Enclosure

Ensure document is properly marked for CUI

Title Footer to Contractor with Enclosure

Author John Stevens

Date Format

® mmm dd, yyyy O dd mmmm yyyy |

Nov 28, 2022

Contract file >> PCF Document >> Generate Document >> Word Template Selection window

aQ

&= Word Template Selection

Word Template Select:

» B contract Document

» B Letter to Contractor

» B Request for Proposal

» B Govemment In-House Memo
» . Letter to Other Agency

» B Modification Document

| 3 . Closeout Document

» [B Office Decument

» B Document Building Block

Ensure document is properly marked for CUI

Technology Services, Inc,
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Document Package view >> Generate Letter >> Word Template Selection window

2Q

&= Word Template Selection

Word Template Selection Expand Collapse

L 4 ‘ Contract Document
' Letter to Contractor
l Request for Proposal

l Government In-House Memo

- Moedification Document
. Closeout Document
- Office Document

[ 4
»
»
[ 4 l Letter to Other Agency
L 4
[ 4
4
4

- Document Building Block

| OK | ‘ Cancel |

Ensure document is properly marked for CUI

After changes: District Library >> Word Template module >> Word Document Template

T1 Far East Test District
19 Offices, 790 Staff, 3,147 Contracts

&) add  £) Edit  §) Delete Word Document Templates
Drag a column header and drop it here to group by that column
Category Type T | Subcategory T | Description
| > ||Building Block Ryans Test
| || Building Block CRO DBE Foaoter to Contractor2
| || Building Block CRO DBE Foater to RFP1
| || Building Block CRO DBE Header to Contractord
| || Building Block CRO DBE Header to RFP1
| || Building Block CSRO DEBB Footer for SO3
| || Building Block CSRO DBB Foater with Enclosure3
| || Building Block CSRO DEBB General Footer3
| || Building Block CSRO DEBB Header to Contractor8
| || Building Black FHRO DBB Footer for SO2
| || Building Block FHRO DEB Foater with Enclosure2
| || Building Block FHRO DEB General Footer2
| || Building Block FHRO DEB Header to Contractor3
| || Building Block KRO DBB KRO, Footer to Contractord
Building Block KRO DEB KRO, Header to Contractor?

Word Template Edit view

Prepared By: {' LAWELAWE
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T1 Far East Test District Sovermment Mode Home ()
m 19 Offices, 790 Staff, 3,147 Contracts
Contract Selection

Back

Word Template Edit - Footer with Enclosure2

Title ‘Footer with Enclosure2

Author | Yun-Hyo Kim
Subcategory [zl

® mmm dd, yyyy () dd mmmm yyyy
o O

Date Format mm/dd/yyyy

‘ Create Document Building Block |

[ Edit Document Building Block |

Contract file >> PCF Document >> Generate Document >> Word Template Selection window

=-9‘ Word Template Selection

Word Template Selection

» B Contract Document

» [l Letter to Comractor

» [B reguest for Propasal

» [l Government in-House Memo
» [§ Letter to Other Agency

» [l Modification Document

» B Coseout Document

» [B Office Document

» [B Document Buiding Slocc

Document Package view >> Generate Letter >> Word Template Selection window

o= -
* Word Template Selection
Word Template Selection

» H <
4 [ Letter to Contractor

Ko LTe

RO LT

MPOLTC

csao e

FHRO LTC

RO LTC

sPoLrc

) startup - Progress Payments

» B Request for
» B Govemment in-House reme
» [ Letter to Otrer Agency
» [l roaitcatior ument

» [l Closeout Document

» I Omce Document

» B Oocument Suiiaing Bioc
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2.13 Added CUI message to view header

Location in System: GM /CM>> on all Contract level view

Problem Statement: Earlier when CUI is marked in the Administration/Funding tab, there was
not CUI verbiage was not displaying across all Contract level views

Fix description: Now when a Contract is marked for CUI (whether “Whole” or “In Part”), the
following text is displayed in Bold on all Contract-level views both in GM and CM:

“THIS CONTRACT CONTAINS CUI. REQUIRED CUI CONTROLS MUST BE
FOLLOWED.”

The message disappears when changing CUI to ‘No’ and reappears in uppercase when setting
back to ‘Yes’.

Before change:

Wideband Satellite Communications Center SevemmentModeHome O
Contract
Back

Selection
[E1001660] W912DR-11-C-0033 Contract Menu
Contract Setup
Administration/Funding Payment/Modifications Quality Assurance Submittals/Schedule Dredging
NATO/CUI
This is a NATO Unclassified Contract ) Yes ® No
This Contract contains CUI ® Yes O No
The information is approved for Public Release () Yes ® No
Administration

After change: When Contract is marked for CUI Whole or CUI -In Part, the CUI text msg
displays on all Contract -level views

C41080/C41030-1, USFK Ops Ctr/Phase Il
[}1003556] W912UM-17-C-0006

Contract Menu
Contract Setup
Administration/Funding Payment/Modifications Quality Assurance Submittals/Schedule Dredging cul
cul

Does the contract identify whether any of the information included in the contract is Controlled Unclassified Information

® 0O
(CUI), in whole or in part (Reference the contract and DoD 5200.48 Part 5.3 a)? Lhi= Qe

®) Whole O In Part

[ "] Check here to change the default CUI markings CONTROLLED UNCLASSIFIED INFORMATION
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When CUI is set to “No”, msg will disappear and reappear when set back to Yes

C41080/C41030-1, USFK Ops Ctr/Phase llI Govemment Mode Home C:‘
[J1003556] W912UM-17-C-0006 Contmet Selaction

Contract Menu Back

Contract Setup
Administration/Funding Payment/Modifications Quality Assurance | Submittals/Schedule Dredging cul

cul

Does the contract identify whether any of the information included in the contract is Controlled Unclassified Information

(CUI), in whole or in part (Reference the contract and DoD 5200.48 Part 5.3 a.)? — St

If you are unsure if the contract contains CUI, in whole or in part, or if you are unsure what CUI marking statement is required for the contract, contact the Contracting Officer,
Administrative Contracting Officer, Contracting Officer Representative, and/or Project Manager for CUI guidance specific to the contract.

Per DoD 5200.48 Parts 5.3 a. & b. contracts are required to identify whether any of the information in them is CUI and articulate the protective measures and dissemination controls in
the contract. If the contract does not provide this information, it is likely not a CUI contract.

2.14 Included CUI marking on the header and footer of all reports

Location in System: GM /CM>> Contract Reports module >> Contract Reports

GM >> Summary Report tile >> Summary Reports

Problem Statement: Earlier when a Contract was marked as NATO or CUI set to “Yes”, the CUI
marking displayed on header and footer of the reports based on the selection on Contract Setup
view.

Fix description: Now the NATO/CUI indicators are removed and added “Whole” or “In Part”
indicators on a new CUI tab. When a Contract is marked for CUI “Whole”, the security marking
text from Contract Setup will be displayed on header and footer of the reports.

If a Contract is marked as “CUI In Part” on Contract Setup, then user can add security marking
text on header and footer by clicking on “Print Security markings Header and Footer” check box.
If Contract is set to “CUI — No” then there will be not any header or footer on the reports.

The below reports have their own security marking and are not affected with the CUI text on
Contract Setup view

e Basic Change Document
o Change Request Register with Gov’t Estimate
e Mod Routing Slip

For Summary Reports: The CUI marking text on header and footer of report will display only
when text is entered in the textbox on report parameter view. If no text is entered, then no
headers and footers will appear

Before Changes:

Prepared By:ﬁ; LAWELAWE
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MATO Unclassified Infarmation

Government Action Items

Nov 28, 2022

09 Nov 2022

W912DR-11-C-0033 Wideband Satellite Communications Center
E1001660

US Army Corps
of Engineers

Baltimore ™ TEST ** Area

Contract Issues/Remarks Require Update

Update Issues/Remarks in "Contraci Status"

Fhase Mame Issues [ Remarks

Last Update

Status

Checking Contract Status Update on Report

01/06/2021

Update Required

RFIs Requiring an Answer

Answer the following RFls in "Request For Information"

RFI# Subject | Question

Date Received

Days in Review

Status

RFI-0005 Step footing locations
There are numenous footing elevation changes on SB101 and SB102. Some of the
step footing locations are indicated but others are not. Please provide step locations

for the following footing elevation changes

SB101

Mo step location is shown at grid C near/at gridline 1 for elevation change from
221.00 1o 224.33.

No step location is shown around the intersection of gridline 1 and E for elevation
change from 221.00 to 224.33

ShBio2

No step location is shown around the infersection of gridline 6 and C for elevation
change from 218.687 to 221.33.

After changes: Contract Report on GM

CONTROLLED

ASSIFIED INFORMATION

Contractor Action Items

111302011

03 Mov 2022

WE12UM-17-C-0006 CA10S0/C4I030-1, USFK Ops CtriPhaza Nl

Us Army Carps Security Operations Resident
of Engineers 21003558 Office
Prime Contractor Missing Critical Data
Enler missing data in *Prime Contracior”
Prime Contracior Missing Data Statues
Tha tailawing Frima Contra i b entared-Stata.Zip Cada, | mtissing Data
Subcontractors Missing Critical Data
Enter missing data in “Subconiractors®
Rospensizilty Coda | Contractor Nama Trada | FOC Nama | Amount Suscontractad | Stats
ACCT | aLLcom Soaciaite | | | Missing Data

Contractor Requiring Insurance / 5F 1413

Enter expiration dates for insurance and signature date for SF1413 in "Conbracios Insurance™

Fest Dy arl 125109 | Goamera insurance| Auts Insurance| Workman's Comp. | SF1413 Acknowledged
0 al Su

Su
=
Su
=
Su
Su
Su
Su
Su
Su
=
Su
E

Cavaler Subs

Contractors Requiring Payrolls

Enter payrolls far sach week shown in “Cantractor Payralls”
‘Cantractor First Day on Sita Last Day an Sita Payrolls not subemitied or submitied with problams Status
ALLCOM 1z0ez 1013 V16
Yo TS, T, e

Ci dl Requiring an Answer

The fallowing letiers) require an anzswer

Latiar No. Subjact Latiar Data

AP

021122020

e with 52.232.27 Prompt Paymant for Construction Contracts

021412020

Page 1 af 42

CONTROLLED UNCLASSIFIED INFORMATION
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Summary Reports:

T1 Far East Test District Covernment Mode Home (1)
m 19 Offices, 791 Staff, 3,150 Contracts e

Agency Codes

| |
RMS District Report D —

| Preview | | Print |

Security Classification

Enter CUI markings here to appear | Controlled Unclassified Information
on the header and footer of the

report

Controlied Undassified Information

| it | Agency Codes 032 Now 2022
T1 Far East Test District

U3 Army Corpe
of Enginesra

Coda

- Corps of Enginaoers (Al Lows)

- Environmantal Proteschion Agamcy (EPA)

- Coniraciar 1Claim & Suggesikd Changes)

Potertal Resporsibla Party (PRP)

mloyE|m|o

- Stae

=

= Al O {Mone OF tha Abasss: |

Clo|m|oy=|min

WU - Usar (Macom o Lising Serdice Reguest)

2.15 Updated Security Classification module

Location in System: GM >> District Office tile >> Contract Security Classification module

Problem Statement: Earlier Contract Security Classification has “Cleared for Release” column,
and the Classification column has NATO, CUI, None and Not Selected options

Fix description: Removed the column “Cleared for Release” from Contract Security
Classification module and updated the Classification column with “Not Selected”, “None”,

“Whole” and “In Part”

Before changes:

Prepared By:{; LAWELAWE
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T2 Baltimore Test District
57 Offices, 1,822 Staff, 1,205 Contracts

Contract Security Classification

215 957
Drag a column header and drop it here to group by that column.
> ||Fort Detrick Resident Office W312DR-08-C-0065 E1001015 AFMIC (also known as NCMI) Fiscal Complete  CUI
| Harrisburg Area Office ‘W912DR-09-D-0037 E1001418 TOCC for Ft Detrick and All Future NATO vl
Baltimore ** TEST ** Area ‘W312DR-09-C-0018 E1001526 Final Payment Mad None
IBM-HH Resident Office 'W912DR-08-D-0020 0001  E1001287 Fence Upgrades Ft Myer Fiscal Complete NATO O
EMDC Engineering DACA31-01-D-002% 0004  E1000581 Spring Valley TCRA [P2-110085] Active NATO O
Northeastern Resident Office W%12DR-06-C-0048 E1000744 Wilkes-Barre Phase 2C Riverfront Project Fiscal Complete None
| APG Integrated Program Offi [E1001817] E1001817 Special Fire Extinguishing System Active INATO (]
Baltimore ** TEST ** Area DABA31- E1000396 RWS Test Project 3.1 Active None
| Baltimore ** TEST ** Area DABA31-03-C-0113 E1000383 QCS TEST #3, MANUAL SCHEDULE/NEED DATES Active None
New Cumberland Resident C W912DR-11-D-0020 0002 E1001739 Camp Dawson - Replace Roof Training Bldg Final Payment Mad <Not Selected>
B Canital Area Intenrated Praa W312DR-09-D-0035 0006 F1001375 Main Post Stream Mitination Fiscal Complete <Nt Selected >

After changes:

T1 Far East Test District Gomarment Modatome (1)
19 Offices, 790 Staff, 3,150 Contracts . "

Contract Security Classification

All Contracts ‘CUI Not Present

3150 3038

Drag a column header and drop it here to group by that column

> ||Southern Resident Office DACA81-01-D-0006 0038 J1000711 Construct Concrete Pad Final Payment Made Whole
Pyongtaek Resident Office W912UM-05-C-0033 11001564 CY04 ROKFC, Physical Readiness Ctr Final Payment Made Whole
Seoul Project Office ‘W912UM-07-D-0005 0046 11002030 Replace AC Units Rm #116, Bldg #2308,YSN Final Payment Made In Part
Central Resident Office W912UM-04-C-0013 11001182 FY 04 OMAF Renovate 7th AF HQ, B#933 Final Payment Made In Part
Seoul Project Office W912UM-07-D-0006 0069 11002213 Repair of U/G Storage Tanks at AAFES Fiscal Complete In Part

o Central Resident Office W912UM-07-D-0006 0002 11001903 FY07 OMAF REMOVE ASBESTOS FLOOR TILE Final Payment Made In Part
Kunsan Resident Office W912UM-06-D-0008 0020 11001992 Digital Microwave Upgrade, Phase VI Final Payment Made Whole
Pyongtaek Resident Office ‘WS12UM-06-D-0007 0034 11002109 Install HVAC System in 1206, 1218 & 1237 Fiscal Complete Whole
Seoul Project Office 'W912UM-04-D-0004 0071 J1001726 Upgrade Det "J", Koryosan Final Payment Made Whole
Central Resident Office DACA81-01-D-ADD5 0058 11000802 (D.0. #0058), TAF Reorganization, (US §) Final Payment Made None

T1 Far East Test District Government Mode Home C:'

9 Offices, 790 Staff, 3,15 ntracts
Contract Selection Back

Contract Security Classification

CUI Not Present

3038

Drag a column header and drop it here to group by that column

> |IT1 Far East Test District 10038941 11003894 Ryans Test Contract Future <Not Selected>
CUI TEST 'W912DY00C-0000 11003865 NATO CONTACT Active <Not Selected >
CUI TEST [11003868] 11003866 CUI CONTRACT Future <Not Selected> =
T Southern Resident Office W912UM-12-C-0012 11002539 FY12 MCA, Barracks/Tactical Equip Maint Final Payment Made <Not Selected>
Central Resident Office ‘W912UM-13-C-0025 11002664 FY13 DoDM PN 72419, Hospital Addition Construction Comple <Not Selected >
|| Seoul Project Office DACAB81-99-D-0054 0035 11000049 DO 35 - Tank at Yongsan Final Payment Made <Not Selected>
|| Pyongtaek Resident Office DACAB81-01-C-0008 11000050 Family Housing New Constr, Ph 2 (Won) Final Payment Made <Not Selected> -
] Seoul Project Office DACAB1-99-D-0076 0083 11000572 FEWR QHO0012-2J, Waterline at Yawol San Fiscal Complete <Not Selected>
B T1 Far East Test District 'W912P820C0002 11003871 Quantity Change Rounding Issues Test Active <Not Selected>

Technology Services, Inc.
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2.16 Summary Reports —added a new CUI Summary Report

Location in System: GM >> Summary Reports

Problem Statement: Earlier there was no CUI Summary Report in Summary Report Selection
view

Fix description: Now a new ‘CUI Summary Report” is added in Summary Reports module. User
can generate the report using different option variations on parameter view. A Security
Classification marking will appear on the report header and footer if entered on the view.

Before Changes: Didn’t have a CUI Summary Report before in Summary Reports module

After change:

T1 Far East Test District
19 Offices, 791 Staff, 3,150 Contracts

|CSI Subdivisions LIBRARY RMS Center RMS Center

| Cul Cover Page ADMIN RMS Center RMS Center

> ICU\ Summary Report LIBRARY RMS Center RMS Center
—

T1 Far East Test District

19 Offices, 791 Staff, 3,150 Contracts

i I
RMS District Report D —

Security Classification

Enter CUI markings here to appear  [Controlled Unclassified Informatior|
on the header and footer of the

report

Contracts to Include

Contracts from Office [« UATENEE Y T @ Contracts by Status - Future Contracts
Check All || Awarded Contracts - Construction Not Complete
[] Include Contracts from Sub-Offices [] Awarded Contracts - Final Payment Not Made

UnCheck All (] Construction Complete - Not Physical Complete
[] Construction Complete - Final Payment Not Made
pl ay

[] Final Payment Made - Not Fiscal Complete

[] Fiscal Complete Contracts
O Individually Selected Contracts (NOTE: All Selected Contracts will be Included)
) Contracts Selected from Contract Group

Options
Check All [¥] Cul, Whole [ Not Selected
unCheck All [w] cul, in Part [] None

Prepared By: {h' LAWELAWE
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Controlled Unclassified Information

CUI Summary Report 10 Nov 2022

T1 Far East Test District

US Army Corps of
Engineers

Office ‘Contract Number Contract Title CUI Whole/In Part
CUITEST [41003852] CUI CONTRACT Whole
CUITEST [11003864] NOT CUI CONTRACT In Part
CUITEST [41003888] CUI CONTRACT None
CUITEST [41003887) NATO PUBLIC RELEASE «Not Selected>
CUITEST [41003888] CUI PUBLIC RELEASE <Not Selecteg>
CUITEST [H1003860] NOT CUI CONTACT DOCUMENTS CUI None
CUITEST We120Y00C-0000 NATO CONTACT <Not Selected>
CUITEST WO12UM-18-D-0001 WO12UM18F0118 Ren Break RmLatrin B-807/818/821Carroll <Not Selected>

2.17 Custom Reports — Removed NATO/CUI and Public Release from report selection and
Edit view

Location in System: GM >> District Library >> Custom Reports module

Problem Statement: Earlier Custom Reports in the District Library have CUI, NATO, and Public
Release fields.

Fix description: Now removed the NATO, CUI, and Public Release fields from the Custom
Report Selection and Edit views.

Before Change: Custom Report Selection view and Custom Report Edit view

T2 Baltimore Test District -
57 Offices, 1,822 Staff, 1,204 Contracts Contract Selection Back Refresh
@)add #)edit @) Delete

Drag a column header and drop it here to group by that column

Custom Reports

Document is Approved
T | NATO T | for Public L
Undlassified? Release?

Report Title T | Author v Report - sy .Ejotiument is
Type CuI?

> |Awesome Report Anthony Formichella ADMIN

| b2_Revised VA Quad Chart John Stevens C ADMIN 1
| Blank Template Joshua May D ADMIN 1
| Contract Status Report with Mod Details RMS Center D ADMIN

| Contract Status Report with Mod Details (1) RMS Center D ADMIN L

|(‘nn+--u-r Coatiir Damart unth Mlad Nasails MM DRAC Cantar [a} ATIMAIN

Prepared By: {’ LAWELAWE
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T2 Baltimore Test District Sovemmert ModeHeme | ()
57 Offices, 1,822 Staff, 1,204 Contracts Contract Selection Back

Custom Report

Report Title Report 12 Record Guid OED713705C32420B94DEIS2842EE6TRF
Author Tupa ("] Under Construction
Report Type | Contract e ] Show in Government Mode
Report Menu  Administration - | Show in Contractor Mode
Report Description
t 4
15 this 3 NATO Unclassified Contract? (@) Ves ) No
Does this Contract contain CUI? @ Yes No
Has the information been approved for Public Release? () Yes @ No
Required Collections

After change:

T1 Far East Test District Government Mode Home <:3

19 Offices, 790 Staff, 3,147 Contracts
Contract Selection Back

§)acd &) Edt @) Delete Custom Reports

Drag a column header and drop it here to group by that column

T | Report Type T | Report Menu

|| Grouping ryan holland C ADMIN
[|Report 1 Josh May D ADMIN
|| Report 10 ryan holland D ADMIN
|| Report 11 ryan holland ¢ ADMIN
[|Report 12 ryan holland D ADMIN
||Report 13 ryan holland D ADMIN
|Report 14 rvan holland D ADMIN

T1 Far East Test District Govenment Mode Home <::

19 Offices, 790 Staff, 3,147 Contracts
Contract Selection Back

Custom Report

Report Title Report 19 Record Guid 3ACB17AEF12F4432992F0939893C230E
Author Rupa Rusum || Under Construction
Report Type Contract v [v] Show in Government Mode
Report Menu = Administration v [] Show in Contractor Mode
Report Description

Required Collections

et DesgrrConct 0 R —TT——
RMS Custom Cotlection Feis IR [z W Tt P A ot g |

[ Copy Report Template From an End User Report ]

Technology Services, Inc.
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2.18 CUIl changes — Updated all modules that allow files to be uploaded to RMS with CUI
message

Location in System: GM >> modules that allow files to be uploaded to RMS

Problem Statement: Any tab, screen, or view that allows attachments to be uploaded for storage
in RMS didn’t have CUI message before.

Fix description: On any tab, screen, or view that allows attachments to be uploaded for storage in
RMS has the following text regardless of CUI markings on Contract Setup.

"Any attachments that contain CUI uploaded to the RMS application should include CUI
markings. When CUI marked documents are printed or downloaded and disseminated CUI
handling requirements should be followed. If needed a CUI cover sheet is available in the RMS
Admin reports area."

Known views:

o Document Package edit view

e Supporting Documents Edit view

e Contract File Edit view

« Contract - Status Photos tab of Contract Status view
e Local Office Document Edit view

After change: Document Package Edit view

C41080/C41030-1, USFK Ops Ctr/Phase Il Government Mode Home
[J1003556] W912UM-17-C-0006 Contract Selection

Contract Menu

Document Package: QA Daily Report No. 1808 - Report Date: 04/06/2022

All Attachments PDF Documents ‘Word Documents Excel Files Powerpoint Files Generate Letter |
1 0 0 0
e
1

[ sign Selected Documents |

= =
O)add #edit @) Delete All Attachments +) export

Date of
T | the T | Document Title T
Documen
ﬂ v 5/2/2022 10:1 QA Daily Report No. 1808 - QaDailyReport.PDF Not signed Electronically Signed Electronically signed - Review required

Contractor Signature . ' Government
Status Signature Status

Any attachments that contain CUl uploaded to the RMS application should include CUI markings. When CUI marked documents are printed or downloaded
and disseminated CUI handling requirements should be followed. If needed, a CUI cover sheet is available in the RMS Admin reports area.

Date of the Document | 5/2/2022 Edit Document View Document
Document Title | QA Daily Report No. 1808 - QaDailyReport.PDF Signed By Rupa Rusum
Description
["] Manually signed by Contractor ‘ Save Document to File

Contract Change module — Supporting Document Edit view

Prepared By:{; LAWELAWE
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C41080/C41030-1, USFK Ops Ctr/Phase Il

[J1003556] WI12UM-17-C-0006
Contract Menu

Supporting Document - Negotiations

Document Title

Date Completed | 4/23/2018

Status

Status MNegotiations Completed

Document Info

Negotiated Amount 24,689.33 EU
Negotiated Time 0 Days
Attached Document

e Document Edit Document Save Document
Select Document Remove Document
View Document

Any attachments that contain CUIl uploaded te the RMS application should include CUI markings. When CUI marked documents are printed or downloaded
and di i cul i qui should be If needed, a CUI cover sheet is available in the RMS Admin reports area.

Contract Modification - Supporting Documents Edit view

[11003556] W912UM-17-C-0006

C41080/C41030-1, USFK Ops Ctr/Phase Il =)
Back

Contract Menu

Supporting Document - Government Estimate

Dacument Title

ovecanpes

Status

Status Estimate Completed

Document Info

Date Requested |Select 3 date Estimated Amount 578,827.00 EU
- ——— o

Required By Action

Attached Document

Any attachments that contain CUI uploaded to the RMS application should include CUI markings. When CUI marked documents are printed or downloaded
and Ul handling followed. If needed, a CUI cover sheet is available in the RMS Admin reports area.

Brief Summary

Contract File — PCF Document — PCF edit view

C41080/C41030-1, USFK Ops Ctr/Phase IlI
[11003556] W912UM-17-C-0006

PCF Document

Status: Not completed

Document not filed - Signature required
[ C |

Attached Document

| Save Document |

Any attachments that contain CUI uploaded to the RMS application should include CUI markings. When CUI marked documents are printed or downloaded
and di i cul i i should be followed. If needed, a CUI cover sheet is available in the RMS Admin reports area.

Brief Summary

Technology Services, Inc.
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Contract status

C41080/C41030-1, USFK Ops Ctr/Phase Il T =)

[J1003556] W912UM-17-C-0006 Eontract Selaction
Contract Menu Back

Contract Status

Contract - Status Photos Contract - Monthly Progress Phase - Status / Issues
Status Photo

Select a representative photo to show the current status of the construction
contract.

This photo will be used on the main contract menu and in status reports for
the contract.

Any hi that cul d to the RMS application should include CUI markings. When CUI marked documents are printed or downloaded
and disseminated CUI handling requirements should be followed. If needed, a CUI cover sheet is available in the RMS Admin reports area.

#)edit  ©) pelete Status Photo History _ ) export

Local Office tile — Office Documents module — Office Document Selection view

T1 Far East Test District

299 Staff, 65 Contracts
Any attachments that contain CUl uploaded to the RMS application should include CUI markings. When CUI marked documents are printed or downloaded
and disseminated CUI handling requi should be foll d. If needed, a CUI cover sheet is available in the RMS Admin reports area.

©)add #)edit @) Delete Office Documents

Drag a column header and drop it here to group by that column

T | Document Title T | Document Status

> [111/01/2022 ‘Test to PDF.pdf | Document Attached

Local Office tile — Office Documents module- Office Document selection view — Office
Document edit view

T1 Far East Test District Government Mode Home <:
- 299 Staff, 65 Contracts P— ot

Office Documents - T1 Far East Test District

Title Test to PDF.pdf Completed | Not Completed L
Document Dated | 11/1/2022 fis]
Brief Summary

4

Attached Document

Generate Document
Select Document

Edit Document
View Document
Remove Document

Any attachments that contain CUI uploaded to the RMS application should include CUI markings. When CUI marked d« are printed or downloaded
and CUI handling req should be followed. If needed, a CUI cover sheet is available in the RMS Admin reports area.

Technology Services, Inc.
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