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1 Introduction 

 
This document provides the details of the RMS application changes to accommodate the 

upgrade to patch 381, which was released on Nov 28, 2022. 

 

1.1 Overview 

 
The changes for this release are summarized below: 

 

  

1. Remove the paragraph added to the Notice and Consent 

2. Report parameters – update Security Classification section 

3. Remove all reference NATO/CUI/Public References from the Document Package screens 

4. Update Security Roles to include Security Classification permissions 

5. Update User Roles to include Contract Setup/Security Classification permission 

6. Reports requiring Security Markings – update specified reports to always include CUI 

marking 

7. Add a new CUI policy module in System Library 

8. Added a new tab “CUI” in Contract Setup view 

9. Added a specified CUI message in Labor Interview Edit view and Contractor Payroll Edit 

view 

10. Removed the CUI cover page from all reports 

11. Removed popup messages related to CUI from Contract Change Edit view and Contract 

Modification Edit view 

12. Removed “Ensure document is properly marked for CUI” from Word Templates 

13. Added a CUI message to display on all Contract level views when Contract is marked as 

CUI Whole or CUI In Part 

14. Updated reports to include CUI marking text on header and footer of reports when 

needed 

15. Removed “Cleared for Release” column from Contract Security Classification module 

and updated the Classification column with options 

16. Added a new “CUI Summary Report” in Summary Report Selection View 

17. Removed NATO/CUI and Public Release fields from the Custom Report Selection view 

and Custom Report Edit view 

18. Added CUI verbiage to tab, screens and views where attachments can be uploaded and 

stored in RMS 

 

1.2 Contact 

If issues or concerns should arise, please contact the Help Desk. 

 

• Toll Free: 442-333-1011 – RMS Helpdesk Tech Support Center 

• Operation Hours: Monday to Friday from 6am – 10pm Eastern, Saturday & Sunday 

from midnight to 8am Eastern, excluding US federal holidays  
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2 New Features / Changes  
 

2.1  Removed the paragraph added to the Notice and Consent 
 

Location in System: Notice and Consent popup, Login View and Map view 

Problem Statement: Earlier Notice and Consent contains CUI verbiage 

Fix description: Removed the last paragraph added to the end of Notice and Consent window. 

Also removed the CUI paragraph from the DOD Notice on Login view and Map view 

Before Change: 

 

After change:  
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Login view: 

 

Map View: 
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2.2 Report parameters – updated Security Classification section 
 

Location in System: Contract Reports module >> Contract Reports, Summary Reports module 

>> Summary Reports 

Problem Statement: Earlier the report parameter view had a “Print CUI Cover Page” prompt 

under Security Classification section 

Fix description: Replaced the “Print CUI Cover Page” prompt with “Print security markings 

header and footer on Contract Reports parameter view and associated text with the following: 

• When a Contract is marked for CUI, whether “Whole” or “In Part”, include a prompt to 

add security markings: “Print security markings header and footer”. 

• If the Contract is “CUI, Whole”, the prompt is marked and disabled it from editing. The 

following text will be displayed in the section: “Contract marked CUI in Whole; CUI 

header and footer will be included on the printed report. When CUI marked documents 

are printed or downloaded and disseminated CUI handling requirements should be 

followed. If needed, a CUI cover sheet is available in the RMS Admin reports area.” 

• If the Contract is “CUI, In Part”, the prompt “Print security markings header and footer” 

is enabled and user will be able to select if CUI markings are to be added to the report 

and the following text will be displayed in the section: “Contract marked CUI in Part; 

CUI header and footer may be required on the printed report. When CUI marked 

documents are printed or downloaded and disseminated CUI handling requirements 

should be followed. If needed, a CUI cover sheet is available in the RMS Admin reports 

area.”  
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• If the prompt is available and marked, the security marking to include on the report 

comes from the Contract Setup CUI tab. 

• If the contract is not marked for CUI, then the security classification section will be 

hidden. 

Summary reports now have a text box only for headers and footers. When text is entered, it will 

then show on the report header and footer. If no text is entered, then no headers and footers will 

appear on the Summary Reports. 

Before changes: Contract Report parameter view 

 

Summary Report parameter view 

 

After changes: Contract Report parameter view – when Contract is marked as “CUI – Whole” 
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Contract Report parameter view – When Contract is marked as "CUI – In Part” 

 

Contract Report parameter view - When Contract is marked as “No”, the Security marking 

section will be hidden 
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Summary Report parameter view- Before changes 

 

After changes 

 

2.3 Removed all references to NATO/CUI and Public Release from the Document 

Package screens 
 

Location in System: GM/CM >> open any contract that has Document package >> click on the 

Document Package >> Document Package Edit view 

Problem Statement: Earlier the document package edit view has a Security Classification section 

that contains references to NATO/CUI and Public Release 

Fix description: Removed the Security Classification section in the Document Package Edit view 

and now display a CUI message “Any attachments that contain CUI uploaded to the RMS 

application should include CUI markings. When CUI marked documents are printed or 

downloaded and disseminated CUI handling requirements should be followed. If needed, a CUI 
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cover sheet is available in the RMS Admin reports area.” Regardless of CUI selection in CUI tab 

on Contract Setup edit view. 

Before changes: 

 

After changes: 

 

2.4 Updated Security Roles to include Security Classification permissions 
 

Location in System: GM>> RSM Staff >> click open user account >> RMS Staff Edit view >> 

RMS Staff District Admin Edit view and RMS Staff Office Admin Edit view 
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Problem Statement: District and Office Administrator Rights have no specific reference to 

Security Classification permissions. 

Fix description: Updated the description text “Add/Edit Contracts’ to includes Security 

Classification permission 

Before changes: RMS Staff District Admin Edit view 

 

After changes: RMS Staff District Admin Edit view 

 

Before changes: RMS Staff Office Admin Edit view 



RMS Release Notes Patch: #381 Nov 28, 2022 

                                                                          Prepared By:  
 

 

After changes: RMS Staff Office Admin Edit view 

 

2.5 Update User Roles 
 

Location in System: GM>> District Office tile on Contract Selection view >> open any Contract 

User role >> Contract User Role Edit view 

Fix description: Contract Setup/Security Classification permission already exists in production, 

so no changes has been made. 

After changes: 
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2.6 Reports requiring Security markings 
 

Location in System: GM >> Contract Reports module >> Contract Report Selection view – 

Finances menu >> BCD, Change Request Required with Gov’t Estimate and Mod Routing Slip 

Contract Reports 

Summary Reports tile >> Summary Reports Selection view >> BCD and Change Request 

Register with Gov’t Estimate reports 

Problem Statement: Earlier the Basic Change Document, Change Request Register with Gov’t 

Estimate and Mod Routing Slip contract reports never had CUI marking text on header and 

footer.  

The Basic Change Document Summary Report and Change Request Register with Gov’t 

Estimate Summary Report didn’t have an option to print CUI marking text on header and footer 

of the reports 

Fix description: Now updated the below reports in Contract Report module to always include 

“CONTROLLED UNCLASSIFIED INFORMATION” in the report header and footer regardless 

of CUI selection in Contract Setup and on the contract report parameter views, included the 

following text: 

“This report contains CUI; CUI markings will be included in the header and footer of the report 

when it is printed. If these documents are physically printed or disseminated a CUI cover sheet 

(available in the RMS Admin reports area) should accompany them.” 

• Basic Change Document 

• Change Request Register with Gov’t Estimate 

• Mod Routing Slip 
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In Summary Reports, for the below reports, the default text “CONTROLLED UNCLASSIFIED 

INFORMATION” is added and disallow the box to be blank. 

• Basic Change Document 

• Change Request Register with Gov’t Estimates 

Before changes: 

Contract Report – Never had a CUI marking text for Basic Change Document, Change Request 

Register with Gov’t Estimate and for Mod routing Slip. Had “Print CUI Cover Page” prompt on 

report parameter view 

 

After changes - Contract Reports: Updated specified above reports to always include a CUI 

marking. Updated associated report parameter views to include the specified text. 
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Before changes – Summary report module: Change Request Register with Gov’t Estimate report 

parameter view 

 

After changes - Summary report module: BCD and Change Request Register with Gov’t 

Estimate report parameter view 



RMS Release Notes Patch: #381 Nov 28, 2022 

                                                                          Prepared By:  
 

 

 

2.7 System Library – added a new module “CUI Policy Module” 
 

Location in System: GM >> System Library tile >> Controlled Unclassified Information Policy 

module  

Problem Statement: Earlier there was no Controlled Unclassified Information Policy module in 

System Library 

Fix description: Added a new module “Controlled Unclassified Information Policy” in System 

Library. The module contains additional CUI Resources and Policy Documents links. 

Documents are viewable when clicked on the links located in the CUI Policy view. 

Before changes: No CUI Policy module in System Library 



RMS Release Notes Patch: #381 Nov 28, 2022 

                                                                          Prepared By:  
 

 

After changes: Contains CUI Policy Module in System Library 
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2.8 Contract Setup – added a new tab for CUI 
 

Location in System: GM >> Administration module >> Contract Setup module >> CUI tab 

Problem Statement: Earlier the Contract Setup view use to have NATO/CUI section under 

Administration/Funding tab 

Fix description: Removed the NATO/CUI and Public Release section from 

Administration/Funding tab. Added a new tab for “CUI” with the following information below: 
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• Yes/No prompt: “Does the contract identify whether any of the information included in 

the contract is Controlled Unclassified Information (CUI), in whole or in part (Reference 

the contract and DoD 5200.48 Part 5.3 a.)?” 

• Editable/visible only if Yes is selected: 

o Mutually exclusive selections for “Whole” or “In Part”; Selection is required. 

o Textbox to hold the security marking text for reports; default is “Controlled 

Unclassified Information” 

o Checkbox labeled “Check here to change the default CUI marking” that controls 

editability of the textbox 

• The following text: 

“If you are unsure if the contract contains CUI, in whole or in part, or if you are unsure 

what CUI marking statement is required for the contract, contact the Contracting Officer, 

Administrative Contracting Officer, Contracting Officer Representative, and/or Project 

Manager for CUI guidance specific to the contract. 

Per DoD 5200.48 Parts 5.3 a. & b. contracts are required to identify whether any of the 

information in them is CUI and articulate the protective measures and dissemination 

controls in the contract. If the contract does not provide this information, it is likely not a 

CUI contract. 

Regardless of whether the contract is CUI or not the following RMS reports will add 

“Controlled Unclassified Information” in the header and footer of each page of the report 

when it is printed: Basic Change Document, Change Request Register with Gov’t 

Estimate, and Mod Routing Slip. If these documents are physically printed or 

disseminated a CUI cover sheet (available in the RMS Admin reports area) should 

accompany them. 

CUI references are available in the RMS System Library, CUI Module and on the RMS 

KM Portal at https://usace.dps.mil/sites/KMP-EC/SitePages/RMS.aspx. If you need 

additional information regarding CUI and this contract refer to the contract team 

mentioned above and your local Security Office.” 

 

Any attachments that contain CUI uploaded to the RMS application should include CUI 

markings. When CUI marked documents are printed or downloaded and disseminated 

CUI handling requirements should be followed. If needed a CUI cover sheet is available 

in the RMS Admin reports area. 

If a Security Classification has previously been set (No or Yes -Whole or Yes-In Part) in CUI tab 

on Contract Setup view, only District Administrator rights can make changes to the CUI. 

The User accounts described below can set the Security Classification for the Contracts that has 

not been set previously.  

• Contract User Role with "Contract Setup/Security Classification - Read/Write access" 

permission 

• Add/Edit/Security Classification rights and higher can identify CUI. 

Before changes: Contract Setup view – Administration/Funding tab 

https://usace.dps.mil/sites/KMP-EC/SitePages/RMS.aspx.
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After changes: A new tab titled “CUI”  
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A validation issue found popup will display if user tries to exit the module without selecting 

Whole or In part when CUI is set to yes 

 

2.9 Added a CUI verbiage on Contractor Payrolls Edit view and Labor Interviews Edit 

view 

 

Location in System: GM >> Administration module >> Contractor Payroll module >> open any 

Contractor Payroll >> Contractor Payroll Edit view 

GM >> Administration module >> Labor Interviews module >> open any Labor Interview in 

Selection view >> Labor Interview Edit view 

Problem Statement: There were no specific message related to CUI in Contractor Payroll Edit 

view and Labor Interview Edit view 

Fix description: Added the following text to the Contractor Payroll Edit and Labor Standard 

Interview views regardless of CUI selection in CUI tab on Contract Setup view: 

Any attachments that contain CUI uploaded to the RMS application should include CUI 

markings. When CUI marked documents are printed or downloaded and disseminated CUI 

handling requirements should be followed. If needed, a CUI cover sheet is available in the RMS 

Admin reports area. 

Now Contractor Payroll Edit and Labor Standard Interview views have a message about CUI 

regardless of CUI selection. 

Before changes: Contractor Payroll Edit view 
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Labor Interview Edit view 

 

After changes: Contractor Payroll Edit view 
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Labor Interview Edit view 

 

2.10 Remove CUI Cover Page from all reports 
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Location in System: GM/CM >> Contract Reports module >> Contract Reports Selection view 

>> Contract Report parameter >> Generated report 

Summary Reports tile >> Summary Reports Selection view >> Summary Report parameter >> 

generated report 

Problem Statement: CUI Cover Page was being added to dynamic reports 

Fix description: Removed the CUI Cover Page from reports and is no longer automatically 

included when generating a report 

2.11 Removed popup messages from Contract Changes and Contract Modifications 

modules 
 

Location in System: GM>> Finances module >> Contract Changes submodule >> Contract 

Changes Selection view >> Status/Funding tab  

GM >> Finances module >> Contract Modifications submodule >> Contract Modification 

Selection view >> Mod Package tab (older Mods) and Document Package PCF Container section 

(newer mods) 

Problem Statement: “Ensure documents are properly marked with CUI” popup displays when 

clicking on “BCD Required?” “Govt Est Required?”, “Negotiations Required?” checkbox in the 

Status/Funding. Popup messages display when clicking on checkbox for “Statement of work 

/Scope”, BCD”, Independent Govt Estimate”, “POM”, “PNM” for older and new mods in 

Supporting Document tab and Mod Package tab 

Fix description: Removed the popup messages from Change Request and Mod Packages. No 

popup message now shows on selecting the checkbox’s for “BCD, Govt Est Required? 

Negotiations Required?” in Status/Funding tab. 

Popup messages will not display when clicking on checkbox for “Statement of work /Scope”, 

BCD”, Independent Govt Estimate”, “POM”, “PNM” for older and new mods in Supporting 

Document tab and Mod Package tab 

Before changes: Status/Funding tab – BCD document 
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Govt Est Required?  

 

Contract Modifications: Older Modification 
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Contract Modifications – newer Mods 

 

After changes: No popups display on selecting the checkbox for BCD, Govt Est Required? and 

Negotiations Required? in existing or new Change Request - Status/Funding tab 
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No message when selecting the options from PCF Container on Document Package edit view 

 

 

2.12 Word Templates – Removed “Ensure document is properly marked for CUI” msg 

from Word Templates (District Library) 
 

Location in System: GM >> District Library tile >> Word Templates module >> Word Template 

Selection View and Word Template edit view 

GM >> Administration module >> Contract File submodule >> open any PCF Document >> 

PCF Edit view 

GM >> Administration module >> Any Document Package >> Generate Letter >> Word 

Template Selection lookup 

Problem Statement: Earlier the text “Ensure document is properly marked for CUI” from Word 

Templates (District Library) would be displayed in the views 

Fix description: Removed the “Ensure document is properly marked for CUI” msg from Word 

Templates (District Library) and also removed the text from Word Template Selection dialog 

using Contract File >> Generate Document and Document Package >> Generate Letter. 

Before changes: District Library -Word Document Template  
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District Library – Word Template Edit view 

 

Contract file >> PCF Document >> Generate Document >> Word Template Selection window 
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Document Package view >> Generate Letter >> Word Template Selection window 

 

After changes: District Library >> Word Template module >> Word Document Template  

 

Word Template Edit view 
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Contract file >> PCF Document >> Generate Document >> Word Template Selection window 

 

Document Package view >> Generate Letter >> Word Template Selection window 

 



RMS Release Notes Patch: #381 Nov 28, 2022 

                                                                          Prepared By:  
 

2.13 Added CUI message to view header 
 

Location in System: GM /CM>> on all Contract level view 

Problem Statement: Earlier when CUI is marked in the Administration/Funding tab, there was 

not CUI verbiage was not displaying across all Contract level views 

Fix description: Now when a Contract is marked for CUI (whether “Whole” or “In Part”), the 

following text is displayed in Bold on all Contract-level views both in GM and CM: 

“THIS CONTRACT CONTAINS CUI. REQUIRED CUI CONTROLS MUST BE 

FOLLOWED.” 

The message disappears when changing CUI to ‘No’ and reappears in uppercase when setting 

back to ‘Yes’. 

Before change: 

 

After change: When Contract is marked for CUI Whole or CUI -In Part, the CUI text msg 

displays on all Contract -level views 
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When CUI is set to “No”, msg will disappear and reappear when set back to Yes 

 

2.14 Included CUI marking on the header and footer of all reports 
 

Location in System: GM /CM>> Contract Reports module >> Contract Reports 

                                  GM >> Summary Report tile >> Summary Reports 

Problem Statement: Earlier when a Contract was marked as NATO or CUI set to “Yes”, the CUI 

marking displayed on header and footer of the reports based on the selection on Contract Setup 

view. 

Fix description: Now the NATO/CUI indicators are removed and added “Whole” or “In Part” 

indicators on a new CUI tab. When a Contract is marked for CUI “Whole”, the security marking 

text from Contract Setup will be displayed on header and footer of the reports. 

 If a Contract is marked as “CUI In Part” on Contract Setup, then user can add security marking 

text on header and footer by clicking on “Print Security markings Header and Footer” check box. 

If Contract is set to “CUI – No” then there will be not any header or footer on the reports. 

The below reports have their own security marking and are not affected with the CUI text on 

Contract Setup view 

• Basic Change Document 

• Change Request Register with Gov’t Estimate 

• Mod Routing Slip 

For Summary Reports: The CUI marking text on header and footer of report will display only 

when text is entered in the textbox on report parameter view. If no text is entered, then no 

headers and footers will appear 

Before Changes: 
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After changes: Contract Report on GM 
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Summary Reports: 

 

 

2.15 Updated Security Classification module 
 

Location in System: GM >> District Office tile >> Contract Security Classification module 

Problem Statement: Earlier Contract Security Classification has “Cleared for Release” column, 

and the Classification column has NATO, CUI, None and Not Selected options 

Fix description: Removed the column “Cleared for Release” from Contract Security 

Classification module and updated the Classification column with “Not Selected”, “None”, 

“Whole” and “In Part” 

Before changes: 
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After changes: 
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2.16 Summary Reports – added a new CUI Summary Report 
 

Location in System: GM >> Summary Reports 

Problem Statement: Earlier there was no CUI Summary Report in Summary Report Selection 

view 

Fix description: Now a new ‘CUI Summary Report” is added in Summary Reports module. User 

can generate the report using different option variations on parameter view. A Security 

Classification marking will appear on the report header and footer if entered on the view. 

Before Changes: Didn’t have a CUI Summary Report before in Summary Reports module 

After change: 
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2.17 Custom Reports – Removed NATO/CUI and Public Release from report selection and 

Edit view 
 

Location in System: GM >> District Library >> Custom Reports module 

Problem Statement: Earlier Custom Reports in the District Library have CUI, NATO, and Public 

Release fields. 

Fix description: Now removed the NATO, CUI, and Public Release fields from the Custom 

Report Selection and Edit views. 

Before Change: Custom Report Selection view and Custom Report Edit view 
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After change: 

 

 



RMS Release Notes Patch: #381 Nov 28, 2022 

                                                                          Prepared By:  
 

2.18 CUI changes – Updated all modules that allow files to be uploaded to RMS with CUI 

message 
 

Location in System: GM >> modules that allow files to be uploaded to RMS 

Problem Statement: Any tab, screen, or view that allows attachments to be uploaded for storage 

in RMS didn’t have CUI message before. 

Fix description: On any tab, screen, or view that allows attachments to be uploaded for storage in 

RMS has the following text regardless of CUI markings on Contract Setup. 

"Any attachments that contain CUI uploaded to the RMS application should include CUI 

markings. When CUI marked documents are printed or downloaded and disseminated CUI 

handling requirements should be followed. If needed a CUI cover sheet is available in the RMS 

Admin reports area." 

Known views: 

• Document Package edit view 

• Supporting Documents Edit view 

• Contract File Edit view 

• Contract - Status Photos tab of Contract Status view 

• Local Office Document Edit view 

After change: Document Package Edit view 

 

Contract Change module – Supporting Document Edit view 
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Contract Modification - Supporting Documents Edit view 

 

Contract File – PCF Document – PCF edit view 
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Contract status 

 

Local Office tile – Office Documents module – Office Document Selection view 

 

Local Office tile – Office Documents module- Office Document selection view – Office 

Document edit view 
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